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tionA
ademi
 resear
h in the watermarking �eld has grown dramati
ally sin
e ap-proximately 1995. But surprisingly, sour
e 
ode for the proposed watermarkings
hemes has not been made available. The reason is most likely the se
urity ofmany watermarking systems lies at least to some extent in the embedding anddete
tion algorithm itself, and not in the keys used � violating the Ker
kho�prin
iple [?℄.With the availability of publi
 robustness test for watermarking algorithms,StirMark [?, ?, ?℄, Unzign1 and very re
ently Che
kmark[?℄, the situation beginsto improve. Now it is possible to measure the performan
e of watermarkingsystems.In order the 
ompare and evaluate new embedding and dete
tion te
hniques,it is also ne
essary to have some referen
e implementations of the older, nowoften 
alled 
lassi
al s
hemes. In this work, we provide some implementationsof watermarking s
hemes, some of whi
h 
an be 
onsidered '
lassi
al'.It was the goal to 
apture the main ideas of the proposed algorithms, as layedout in the respe
tive papers. This is 
learly not an easy task as some papers donot dis
lose all details or state whi
h parti
ular parameters were used to obtainthe results outlined in the 
ommuni
ations.I am very interested in hearing your 
omments, 
omplaints and suggestionsregarding this software. Moreover, if you have sour
e 
ode for a watermarkings
heme not yet 
overed or some useful utility I would be happy to in
lude your
ode in this distribution. Please see the 
onta
t information at the top of thisdo
ument.If you use the a

ompanying 
ode, please 
ite my thesis:Peter Meerwald, Digital Image Watermarking in the WaveletTransform Domain, Master's Thesis, Department of S
ienti�
 Com-puting, University of Salzburg, Austria, January 2001.1 http://www.altern.org/watermark



2 Software 32 SoftwareMost of the software provided herein was written by myself, as part of my Masterthesis. Some 
ontributions were made by Vassilis Fotopoulos2. The software inthe ar
hive is organized in the following sub-dire
tories:Fotopoulos/ 
ontains 
ontributions by Vassilis FotopoulosMeerwald/ 
ontains my workimages/ 
ontains the Lena image in PGM format; the default parameters ofmost algorithms are tuned to work best with that imagelinux_bin/ the pla
e where the Linux exe
utables are stored in the binary dis-tributionwin32_bin/ the pla
e where Windows 32-bit exe
utables are distributed; testedwith Windows NT 4.0 onlymake/ 
ontains the Makefile options to build the 
ode on supported platformsFor the purpose of this software pa
kage, a watermarking system 
omprises fourparts, namely: signature generation, watermark embedding, watermark extra
-tion and signature 
omparison or dete
tion � with the ex
eption of Vassilis's
ode; there are only 
ast and test programs (
orresponds to watermark embed-ding and dete
tion). Signature is used more less as a synonym for mark and
an be thought of as the payload (at least for some s
hemes :-).All programs only a

ept the image in NetPBM format and will also produ
eonly NetPBM-format �les (see se
tion 4.1). Unfortunately, most programs haveonly been tested with 8-bit gray-s
ale images of size 512 × 512.In order to simplify bat
h testing, the programs allow to read either from a �le,e.g.wm_
ox_e -s 
ox.sigimage.pgmor from standard input, i.e.wm_
ox_e -s 
ox.sig < image.pgmThe output is usually written to standard output, i.e.wm_
ox_e -s 
ox.sig image.pgm> wm_image.pgmunless redire
ted to a �le, e.g.wm_
ox_e -s 
ox.sig-o wm_image.pgmimage.pgm2.1 Featured algorithmsCurrently it in
ludes the following watermarking algorithms2 mailto:vfotop1�physi
s.upatras.gr
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• Bruyndon
kx [bruyn℄, refer toO. Bruyndon
kx, Jean-Ja
ques Quisquater, and Benoit M. Ma
q.Spatial method for 
opyright labeling of digital images. In IEEEWorkshop on Nonlinear Signal and Image Pro
essing '95, Thessa-loniki, Gree
e, pages 456 - 459, 1995.
• Corvi, refer toMar
o Corvi and Gianlu
a Ni

hiotti. Wavelet-based image wa-termarking for 
opyright prote
tion. In S
andinavian Conferen
e onImage Analysis SCIA '97, Lappeenranta, Finland, June 1997.
• Cox, refer toIngemar J. Cox, Joe Kilian, Tom Leighton, and Talal G. Shamoon.Se
ure spread spe
trum watermarking for multimedia. In Pro
eed-ings of the IEEE ICIP '97, volume 6, pages 1673 - 1687, Santa Bar-bara, California, USA, 1997.
• Dugad, refer toRakesh Dugad, Krishna Ratakonda, and Narendra Ahuja. A newwavelet-based s
heme for watermarking images. In Pro
eedings ofthe IEEE International Conferen
e on Image Pro
essing, ICIP '98,Chi
ago, IL, USA, O
tober 1998.
• Fridri
h (2. s
heme), refer toJiri Fridri
h. Combining low-frequen
y and spread spe
trum wa-termarking. In Pro
eedings of the SPIE Symposium on Opti
al S
i-en
e, Engineering and Instrumentation, San Diego, USA, July 1998.
• Kim, refer toJong Ryul Kim and Young Shik Moon. A robust wavelet-baseddigital watermark using level-adaptive thresholding. In Pro
eedingsof the 6th IEEE International Conferen
e on Image Pro
essing ICIP'99, page 202, Kobe, Japan, O
tober 1999.
• Ko
h, refer toE
khard Ko
h and Jian Zhao. Towards robust and hidden image
opyright labeling. In Pro
eedings of the IEEE International Work-shop on Nonlinear Signal and Image Pro
essing, pages 452 - 455,Halkidiki, Marmaras, Gree
e, June 1995.
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• Kundur, refer toDeepa Kundur and Dimitrios Hatzinakos. Digital watermark-ing using multiresolution wavelet de
omposition. In Pro
eedings ofIEEE ICASSP '98, volume 5, pages 2969-2972, Seattle, WA, USA,May 1998.andDeepa Kundur and D. Hatzinakos. Diversity and atta
k 
har-a
terization for improved robust watermarking. IEEE Transa
tionson Signal Pro
essing, 29(10):2383-2396, O
tober 2001.
• Wang, refer toHoung-Jyh Wang, Po-Chyi Su, and C.-C. Jay Kuo. Wavelet-based digital image watermarking. Opti
s Express, volume 3, pp.497, De
ember 1998.
• Xia, refer toXiang-Gen Xia, Charles G. Bon
elet, and Gonzalo R. Ar
e. Wavelettransform based watermark for digital images. Opti
s Express, vol-ume 3, pp. 497, De
ember 1998.
• Xie, refer toLiehua Xie and Gonzalo R. Ar
e. Joint wavelet 
ompression andauthenti
ation watermarking. In Pro
eedings of the IEEE Interna-tional Conferen
e on Image Pro
essing, ICIP '98, Chi
ago, IL, USA,1998.
• Zhu, refer toWenwu Zhu, Zixiang Xiong, and Ya-Qin Zhang. Multiresolutionwatermarking for images and video: a uni�ed approa
h. In Pro-
eedings of the IEEE International Conferen
e on Image Pro
essing,ICIP '98, Chi
ago, IL, USA, O
tober 1998.
• Piva/Fotopoulos [
ast|test-pv,hart,sub℄, 
ontribution by Vassilis Fotopou-los, refer toM.Barni, F. Bartolini, V. Cappellini, A. Piva. A DCT-DomainSystem for Robust Image Watermarking, Signal Pro
essing, vol. 66,pp 357 - 372, 1998.andV. Fotopoulos, A. N. Skodras, A Subband DCT approa
h to im-age watermarking, X European Signal Pro
essing Conferen
e, Septem-ber 4 - 8, 2000, Tampere, Finland.More algorithms will be added over time, I have implemented about 13 water-marking algorithms in the spatial-, DCT-, and wavelet domain so far.



3 Usage 62.2 Utility programsA good way to 
he
k the e�e
t of a watermarking algorithm is 
omputing thedi�eren
e image, i.e. subtra
ting the original image from the watermarked im-age. Alternatively, one 
an also have a look at the modi�ed 
oe�
ients in thetransform domain. The following programs fa
ilitate these tasks:
mp_pgm 
ompute di�eren
e image, PSNR, ...
mp_d
t 
ompute full-frame DCT domain di�eren
e image
mp_d
t8x8 
ompute 8x8 blo
k-based DCT di�eren
e image
mp_dwt 
ompute DWT domain di�eren
e imageFor example, to produ
e the di�eren
e image of two PGM �les and 
ompute thePSNR along with some other measures, the following 
ommand 
an be used:
mp_pgm -p -i original.pgm -o diff.pgm watermarked.pgm3 UsageNote, almost all programs will output usage information if 
alled with the -hargument.3.1 Generating a markFirst, you have to generate an appropriate signature �le for the 
orrespondingembedding/dete
tion algorithm; e.g. if you are going to use Cox' s
heme, thenyou would rungen_
ox_sigThe programs outputs some parameters and a sequen
e of Gaussian distributedrandom numbers (whi
h is the watermark sequen
e). You want to save thatinto a signature �le, so you rungen_
ox_sig > 
ox.sig orgen_
ox_sig -o 
ox.sigYou 
an in�uen
e e.g. the embedding strength that will be used in the embed-ding step by runninggen_
ox_sig -a 0.5 > too_strong_
ox.sigUsually, the programs for generating a signature will supply reasonable defaultvalues for marking a 8-bit gray-s
ale image of size 512 × 512.



3 Usage 73.2 Watermark embeddingWatermark embedding is performed with the following 
ommand (for our ex-ample, we are using Cox' s
heme):wm_
ox_e -s 
ox.sig -o 
ox_lena.pgm lena.pgmThe signature �le is parsed to obtain the parti
ular watermark sequen
e and theembedding strength. The watermarked image is written to the �le 
ox_lena.pgm.Now it the time to 
he
k the per
eptual quality of the produ
ed image and alsohave a look at the di�eren
e image (see se
tion 2.2).3.3 Watermark extra
tionTo extra
t the embedded signature, we exe
ute the 
ommandwm_
ox_d -s 
ox.sig -i lena.pgm -o 
ox.wm 
ox_lena.pgmSin
e Cox' algorithm is not blind, the original image is needed as a referen
e toextra
t the embedded mark. The embedded mark will be stored in 
ox.wm. Theoriginal signature, 
ox.sig, is used to get the auxiliary embedding parameter
orre
t (e.g. embedding strength).3.4 Comparing the markThe �nal step is 
omparing the original signature against the extra
ted signa-ture. The result here is usually a 
orrelation fa
tor. Values around 0 indi
atethat the mark has not been found, values around 1.In most programs a analyti
al dete
tion threshold for some dete
tion probabilityis not used. Hen
e, one has to observe the output of the dete
tor for manydi�erent keys (around 1000 I'd suggest) to establish a reasonable threshold fordete
tion. A good value to go with initially might be 0.2 whi
h means we 
laimthe watermark dete
ted if the 
orrelation fa
tor is > 0.2.The appropriate 
ommand for 
omparing the mark is
mp_
ox_sig -s 
ox.sig 
ox.wm3.5 Bat
h testing - ben
hmarkingIf you want to run many test you 
an pipe the images to be do be watermarked(and tested) through the embedder and dete
tor. The programs then a
t like a�lter. Try something like the following in a Unix shell s
ript:gen_
ox_sig > 
ox.sigfor i in *.pgmdowm_
ox_e -s 
ox.sig $i | \wm_
ox_d -s 
ox.sig -i $i | \
mp_
ox_sig -s 
ox.sigdone



4 Re
ompiling 84 Re
ompilingNote, that most watermark embedding/extra
tion programs use the built-in ran-dom number generator of the C library, i.e. srandom() and random().Therefore,if you re
ompile, 
han
es are that you won't be able to use your images water-marked with the previous version.The Make�le options for 
ompiling on the di�erent platforms 
an be found inthe make/ sub-dire
tory of the ar
hive.4.1 Prerequisites4.1.1 NetPBMNetPBM is responsible for image �le I/O and provides a de�nition of a simpleimage �le format along with many image �le format �lters that allow to 
onvertimages to and from NetPBM format.You need to get and install the NetPBM library at http://wuar
hive.wustl.edu/graphi
s/graphi
s/pa
kages/NetPBM/or http://netpbm.sour
eforge.net. The library provides pgm.h and the appropriate implementation.4.1.2 getoptWhen 
ompiling on Windows, the getopt() fun
tion 
all required. An imple-mentation of getopt() 
an be found in the NetPBM pa
kage.4.2 Unix/Linux platformAll programs were developed using Linux and GNU C. The programs should
ompile and work with all re
ent versions of Linux and GNU C.4.3 Win32 platformThe programs were ported to the Windows platform using the Cygwin3andMingw4 environment. Most notable, the �le mode for standard input and stan-dard output has to be set to binary mode. This is a

omplished with thesetmode() or _fsetmode() 
ommands.5 FAQQ: How 
an I report problems?A: See the 
onta
t information at the beginning of this do
ument.3 http://www.
ygwin.
om4 http://www.mingw.org



6 Revision history 9Q: The 
ompiler 
omplains about pgm.h?A: You need to get and install the NetPBM library, see se
tion 4.1.Q: What is the best algorithm?A: Depends on your appli
ation.Q: What is the most robust algorithm?A: Depends on the atta
k. See some results on http://www.
osy.sbg.a
.at/~pmeerw/Watermarking.Q: I need 
ode for a full-frame DCT?A: See the �les Meerwald/d
t.* in the ar
hive.Q: I need 
ode for a 8x8 blo
k DCT?A: See the �les Meerwald/d
t.* in the ar
hive.Q: I need 
ode for the wavelet transform (DWT)?A: See the �les Meerwald/wavelet.* in the ar
hive.Q: I get the message 'unable to open �lter.dat' - what to do?A: Make sure the �le �lter.dat is in the 
urrent dire
tory or a

essible viapath/�lename spe
i�ed in the signature �le. Use the signature generation 
om-mand to spe
ify an absolute path if ne
essary.Q: I 
an't 
ompile the 
ode using some Mi
rosoft produ
t?A: Make your life easier, install GNU software! See se
tion 4.6 Revision historyversion 0.5 (De
ember, 2005)
• added algorithm kund3, kund2 and xie2version 0.4 (June 21, 2001)
• bug �xes� wm_xia_{e|d}.
 variable level uninitialized� wm_zhu_{e|d}.
 variable level uninitialized� issue with random() vs. rand() and RAND_MAX in frid2_
ommon.

• added option to bruyn algorithm to disable blo
k skipping
• added algorithm kimversion 0.3 (June 18, 2001)
• 
reated a ni
e (?) manual/do
umentation



7 Legal statement 10
• added algorithms by Dugad, Wang, Zhu, Fridri
h
• added Make�les for Win32 platform (mingw32)version 0.2 (February 22, 2001)
• added 
ontribution by Vassilis Fotopoulos (Piva's algorithm,
• DCT, Hartley and subband domain) - see Fotopoulos/ subdire
tory
• stu� moved to Meerwald/ subdire
tory
• added Bruyndon
kx, Corvi, Ko
h, Xia, Xie algorithmsversion 0.1 (February 18, 2001)
• initial release7 Legal statementMy li
ense is 
alled "I-don't-
are" li
ense: (1) You 
an do with the a

ompa-nying software whatever you want, but don't blame me if it doesn't work or it
auses damage. (2) If you think my work is useful, tell me and tell others, butyou are not obliged to do so. I suggest not to remove information 
ontained inthis other do
umentation �le.Referen
es


